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CyuacHi 1eTepMiHAHTH PO3BUTKY BEHYYPHOI IHAYCTPil

OCHOBHOIO OCOOJIMBICTIO PO3BUTKY BeHUypHOI 1HIycTpii B 2017 porii Oyio
T€, 1[0 1HBECTOPH CTAIM OUTBIIT 00EPEKHUMH 3 TUM, KyJIH BKIaAaTH Tpoiri. Takum
gyuHoM B 2017 pomi Oyyno Ha Oararo MeHIIe Mera-payHiiB (iHAHCYBaHHS 1 IIs
TEHJICHIiS Ma€ MiCIle B HACTYNMHUX JCKUIBKOX Tepiofax. [HBecTopu CKopill 3a Bce
OyIyTh ¥ Ha J1alll 1OCUTh OOEPEKHUMHU, OCOOJHUBO 3 YrojaMu Ha Mi3HIX CTaJisX,
0 CTaBIATH TNiepea CcoOOK 3aBUINEHI 3a7adi, OCOOJMBO IIOAO PO3BUTKY,
NOTJIMHAHHS PUHKY, MTPUOYTKOBOCTI Ta BiAAa4l Bl IHBECTHIIIMN.

KopnopatuBHi BeHUypH1 1HBECTHIIII B CBOIO YEPTy MPOAOBKYIOTh 3pOCTATH.
Bigmaua Bim iHBeCTHIIA MOXe OYTH ITOCUTH 3HAYHOIO, SIKIIIO BOHH OOWPAIOTh
MpaBUJIbHY CTPATETiio, IO MIIXOIUTh 10 OCOOJMBOCTEH X MISUTHHOCTI. [HKOMM
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Billadya BiJ] KOPIOPATHBHUX 1HBECTHUINA TEPEBUINYE Oyab-ski (PiHAHCOBI
OUiKyBaHHS 1 caMe IIé € OCHOBHUM JETEPMIHAaHTOM PO3BUTKY KOPIIOPATHUBHOTO
1HBECTYBaHHSI.

B yMoBax rno0Oanmizaiiii, pO3BUTKY TEXHOJIOTIH Ta I1HTEpHETY, IYyXKe
BOXJIMBUM MHUTAHHSAM, Ta MOTEHLIHHOI NPOOJEMOI0 JUisi BEHUYpPHOiI I1HAYCTpIil
crana kibepoOesneka. KibepOesneka — kaTeropisi, o 3 KOXHUM JIHEM CTa€E BCE
01111 1 OB 3HAYYIIOO, SIK JIJII BEHYYPHUX 1HBECTOPIB, TaK 1 MaiyKe JJIs KOXKHOI
cdepu monacbkoro xutTsa. Kibepbesneka cTOCyeThCsi KOMIIaHIi B pi3HUX cdepax
TOCIIOZIAPIOBAHHS 1 BKJIIOYAE B ce0e BENWKE PI3HOMAHITTS (PYHKIIINA, HAIIPUKIA,
30upaHHsl, 30epeKEeHHA Ta Nepenaya JaHuX, 3BITHOCTI, TOILIO, 100 BOHO HE Oyi0
BUKOPHUCTAHE y BOPOXKUX Ta MIMHUTYHCHKUX LUISAX KOHKYPEHTIB, YU MPOCTO Kibep-
3m0unHIIB. OCKUIBKM OCTaHHI POKHA JyXe 0araTo BEHUYPHHMX 1HBECTHULIN
MPOXOJUTH Yepe3 IHTEPHET, Yepe3 eJIEKTPOHHI TaMaHIll 1 T.JI., BEHUYYPHI 1HBECTOpHU
(b1HaHCYIOTh aKTUBHO c(epy KibepOe3neku He JuIe sl OTpUMaHHS NpUOyTKYy, a
W 7T 3aXMCTY 1THBECTHIIIN B 1HII cepH.

Came yepe3 Te, 1110 MU KHUBEMO B TIEP10, KOJIU MaiKe BCIM, TOYMHAIOYH BIJT
aBTOMOO1LTIB, PO3YMHMX OYJIWHKIB, MOXXHa yHOpPaBIsATA Yepe3 I1HTEpHET
JUCTAHIIHO, BEHYYpPHI 1HBECTOPH 3PO3YMUIM  BAXJIMBICTh  30€peKEHHS
BipTyanbHO iH(opMalii Ta 3axuct ii Bl HeOaxaHux drojed. Jleski iHBecTopu
HaBiTh (DIHAHCYIOTH XaKEPChKI aTakd Ha BJIACHI K CUCTEMH KiOep-3axucTy, 1100
3HaWTH cia0Ki MiCIs 1 BIOCKOHAJIUTHU JaHl CUCTEMHU B IIoMy. B aBTOMOO1IBHIM
IHAYCTpii, JesKki KOMMaHii CTBOPWIM OQILIMHI MPOEKTH IJs XakepiB, sKi
HazuBalOThcsl «Bug Bounties», came 3 METOI0 BHSIBICHHS NpoodieM 1
BJIOCKOHAJICHHSI 3aXHUCTY.

He 3Baxkatoum Ha Te, 110 OCTaHHIM 4YacoM came (pIHAHCOBMI CEKTOp CTaB
OCHOBHOIO MPUBAOIUBOIO MIJLTIO JIsl aTaK KiOep3JIOUMHITIB, BOHH, HA JKallb, ITUM HE
oomexwunucs. Lle gepes Te, 1o MiHHICTH MPUBATHOI iHQOpPMAIIil 3pocia B pa3u Ha
YOPHOMY PHWHKY 3a OCTaHHI JEKUIbKa POKIB, 1 1€ MPHU3BENIO 10 301JIbIICHHS
PI3HOMAaHITTS IiJIeH, METOIiB Ta MEXaHi3MiB KiOep-aTak.

Came yepes Te, 0 BEIUKI KOpIiopallii moyajyd OUIbII PETEbHO 3axuIaTh
CBOi  JlaHl, CTBOPIOIOYM  TMIOTY)XHI  TIporpaMH  KiOep-3axucTy, Xakepu
MEPEeKITIOUUIINCS Ha KOMIIaHIi CEepeAHBhOTO PO3MIPY 3 MEHII <(GPLIUMIY
nporpamMamu Kidep-3axucTy.

2015 pik OyB TIKOBUM pPOKOM JUIsi BEHYYPHOTO I1HBECTYBaHHS B
kibepOesneky 3 maibke 3,7 mupa mon. CHIA imBecTuriiéi B cBiti. B Toli wac sik
aKTUBHICTh B BEHUYpHIH 1HAYycTpil Oyma neumo Humx4doo B 2016 por, sk 1
aKTUBHICTh B IHIIUX CEKTOpax, KidepOes3meka OoTpuMaja TUM HE MEHII JOCUTh
3HayH1 1HBecTHii. B mepmux 2 uBeptsax 2016 poky Ounbine 1,6 mupa mon. CIIA
Oynu crnpsMOBaHI B KOMIMaHii, [0 3alMalOTbCAd PO3POOKOI0 MPOrPaMHOTO
3abe3rneueHHst g kioepoesneku [1]. 2016 pik cTraB HagIWHUM POKOM JIJis
(diHaHCyBaHHs MpuBaTHOI Oe3meku — 3,5 MipAa JoJsapiB Oyno iHBecTtoBaHo B 400
craptamniB. Takumu >x Temramu TpuBasio y 2017 pomi — 1 kBaptan 2017 poky
MOKa3aB I'ATUPIYHUI PEKOpJ MO OIepallisix Ha OCHOBI KiOepOesneku. Y dYucio
MPOBITHUX KOMIIaHIM BXOMTh Taki komnaHii ik Andreessen Horowitz, Bessemer
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Venture Partners, Accel Partners, Intel Capital 1 Lightspeed Venture Partners

(puc.1) [2].

Puc. 1. O0csr inBecTHIil B rajay3b Kidep0e3neku Ta KUIbKIiCTh
3aBepuieHux yroa B 2013-2017 pp., man goa. CIIIA

B2 CBINSIGHTS

dinaHCyBaHHS TEXHOJOTIM 3 KiOepOe3nmeku Jenio CIOBUILHUIIOCS uepes
HU3KY MpPUYMH, B TOMY YHCIl Yepe3 «BTOMY» KOPHOpPATUBHOI B OOpOTHOI 3
NUTAaHHAM 3aXUCTy 1HOpMallii, SKe Mepeciiaye KOMMOaHli MpOTIroM OaraThox
POKIB, IIPH LbOMY 0araTo XTO Tak 1 He MO0A4YMB BIIYYTHI pe3yibTaTH BiJ CBOIX
1HBeCTUII. [CTOPUMYHO CKIAmoCs Tak, IO IHBECTOPH YK€ YacTO MIBUIKO
1HBECTyBaJId B 0ararooOilfroul KOMMaHIi 3 HOBUMHU I[IKABUMHU TEXHOJOTISIMHU.
Tenep iHBeCTOpU NPUWMAIOTH OUIBII CTPATETIYHI PIMIEHHS MO0 MOTEHIIIMHUX
yroa B o0Onacti KiOepOe3meku, OIHIOIYM Te, SK JaHl TEeXHOJOriio OyIyTh
B3a€EMOMISTH 3 ICHYIOUMMH MPOJIYKTaMH, MOJITUKOI Ta MpPOLEcaMH, a TaKOXK SK
JaH1 IHBECTHIIIIO BIUIMHYTh HA YIPABIiHHS PU3HKAMHU.

Takuii KOMIUIEKCHMM TOIVIsIT Ha KiOepOesreky, IIBUIIIE 3a Bce, Oyne
OCHOBHUM JICTEPMIHAHTOM PO3BUTKY BEHUYPHOI 1HAYCTpIi B HAHOJMK4Yl POKH, a
TaKOX KJIIFOYOBHM €JIEMEHTOM B MPUUHATTI PIIIECHb LI0J0 MOAAIBIIOTO PO3BUTKY
Ta 00CSTIB BEHYYPHOI'O 1HBECTYBAHHS.

Cepen HaNOLIBIIUX YTOJl B TpeTboMy KBapTaji 2016 poKy 3HaXOIAThCS TaKl
kommnaHii, sik Darktrace, Druva ta Silent Circle. Komnanis Darktrace orpumaina 65
witH poia. CHIA inBectuuiid Ha crafii ¢pinancyBanHs tuny C. [HImuMu cioBamu 1e
cragis po3mmupensas. Kommaniss Druva 3amyumna 51 mun mon. CIIIA wa cranii
¢inancyBanns E, To6to octanns cragis no [PO. [lo Silent Circle nagiiiio 50
e goi. CLA inBecTuiit Ha crafii ¢pinancyBanHs tumy C.

Panime B 2017 pomi Trident Capital 3amyctuB ¢gonn xibepoesnexku na 300
MJIH. JIOJI., SIKUW TIEPEBUIIUB IMPOIO3HIII0 HAa BHUXOMAl 1 € OJHUM 3 HAHOLIBIIHNX,
NPUCBSUYCHUX BHUKIIOYHO KiOepOesneku. B panmii wac mpaimroe monax 1400
cTapTariB Kioepoesneku. €auHopir (KOMITaHii skl OIIHIOIOTHCS B 1 MiIpa. 10 1
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Ounpiie) Bro4aroTh B cebe Tanium (3.8 mupa. mon.), Illumio (1 mupa. momn.),
CrowdStrike (1 mapa. noi.), Cylance (1 mapa. moit.) 1 Zscaler (1 mapa. moi.) [3].

Haii0isp11 akTHBHUMM KpaiHaMu y (piHaHCYBaHHI KOMIIaHi# 3 KibepOe3neku
ctanu CHIA Ta I3paine. B CIIIA 6yno yknaneno 44 yroau Ha cymy B 605,1 mMiH
noi. CIILIA, a B I3paini 7 yrox Ha cymy B 87 muin goit. CIIIA.

[3painb € Ha gaHWi yac JiAepOM 3 TEXHOJIOTIM B KibepOe3nelll Ta KiIbKOCTI
craptamniB. Oco0auBO 06arato CTBOPIOETHCS HOBUX KOMIIAHINA, IO TOB’s3aHI 3
(biHAaHCOBUMH CepBiCaMH, TaKUMHU fK 3arno0iraHHs BiAMHBAHHS Tpolleld Ta 3a
3aXUCT MEpeMIlleHHs Tpollel (rpoIIoBUX MOTOKIB). Taka yHiKajdbHa €KOCHCTEMa
Oyna CcTBOpeHa Ta PO3BMHEHA B OCHOBHOMY MIAMPUEMIIAMH, SKI BHHILIA 31
36poiinux Cun I3painsa. KpemuieBa gonuna 3aiimae npyre micue micus [3pains i3
BEJIMKOI0 KUIBKICTh KOMIIaHIN, IO HIYKAaIOTh MOXJIMBOCTI «IOOYIyBaTH MOCTH
MDK JBOMa EKOCHCTEMaMH: €KOCHUCTEMOIO KiOepOes3lmeku Ta EeKOCHCTEMOIO
TEXHOJIOT1H. [4]

Ha nomatox mo nmx mijepis, iHII Xabu KiOepOe3NeKu pPO3BUBAIOTHCS B
Himeuunni, Cxiguii €spomi, Cinramypi, Kwurai Tta SAnonii. VYHikagbHe
PI3HOMAHITTSI MHUTAaHb 3 KiOepOe3NeKrh HaJa€ MOKIUBICTh JIOKAJbHUM Xabam 3
kibepOe3neku nuBepcuiKyBaTU CBOI MIPOAYKTH, OPIEHTYIOUHCHh CaMe Ha JIOKaJIbHI
po0JIeMH, CBOT MOMIIMBOCTI Ta crielindiKy Ti€l UM 1HIIOI ramysi.

Konn mwuTaHHS 3ax0IMTh 3a KOMOIHAIIO MOKIMBOCTEH, TEXHOJOIIH Ta
MPOIIECiB, SKI BUMarae 3aXWCT JaHUX Ta KiOepOe3rneka, B TPy BCTYIAIOTh caMe
KOpIopaTuBHI BeHUypHi iHBecTopu. Came depe3 1e Kopropailii BKIaIar0Th TPOIIIi
B TEXHOJIOT1, SIKl MOKYTh MOKPALIUTH iX BJIacHy 0e3meKy, ado >k B TEXHOJOT11, Kl
MOXYTh TPUIIBUIIIATA PO3BUTOK BIACHOT CUCTEMHU 3axUCTy. OCKUIBKH BCE
Ounplie ¥ OUTbIIE CEKTOPIB 3a3HAIOTh KiOep-aTak, KOPHNOpAaTHUBHE 1HBECTYBaHHS
Mae BC1 MepeayMOBH JJIsl OJIAIbIIOTO 3POCTaHHS.
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